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A Review Cryptography RFID Identification Schemes for Internet of Things
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Abstract

At present, the advancement of information and communications technology has
developed technology applied to objects around them by a technology called
Internet of Things (loT). Currently, bringing loT applications in the various fields,
whether it is House, Logistics, and Health. As a result, the convenience of daily life.
But there is still a risk to the security of the data. So this article is to review recent
literature about the introduction of RFID in the management of security for the loT.
From a review of the literature of the past has found three algorithms that can be
applied to loT, including Zhao's scheme Zhang, Qi's scheme and Farash's scheme of
Farash's scheme is suitable to be applied to most. Because Comparison of

Computational Cost is minimal.

Keywords: Identification, Radio frequency identification, Internet of Things,
Encryption
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ilululstaneadnuaulaenssvudumedidafietislunsiuduinulidnesdu
§8n8373 Advanced encryption standard (AES) 8ana37u Rivest Shamir adelman (RSA)
dane37uy Elliptic Curve Cryptography (ECC) wsilunisuneidanasiiuuildiueisionled
20y loT Fidazdeminer Sanediiu ECC anUszgndlinszlinuan @iz auan
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5.1 Elliptic Curve Cryptography (ECC)

ECC (fia y3fnd wazane (2012) Wudanediudildlunisdrsiauuveauuins
(Asymmetric Key Cryptography) lasun1suauslag Neal Koblitz way Victor S. Miller Tu
¥ 19851nedanasiiunisidnsta ECC dlasumsnaunanaunisveudulfwess y2 = x3 +
ax+b

ECC fiafilmilanin RsA Aeazld Key idundn (ECC 164 bit = RSA 1024 bit) ug
anunsaliauvasndewiiiu RSANMLY Key flainugnawiniu ECC azliainuuasnsiogendn
Tufenindesnislaufiuuy Brute-Force azldinanuinnin RSA fiesan ECC 1 Key #idl
uIEnnd RSA uanwardaduaiunsalunissruauiisans ldndenudiuazld
mireaudifesdaiu ECC Famunzdmsunsldaulugunsalindoudiouiaidn wu
nsfnsidlotie Aouames way PDA WudW dmfunisiendinisidisauuu ECC 1N
‘Uszmﬁ%’ﬁuiﬁﬁmﬁ%aﬂﬂﬁwmL“fJuIUﬂmaaﬁ’L%ﬁu RFID (Zhenguo Zhao, (2015)) 1ag

Junsimwesnuidusunuukazansadnenlulssendldiussuung o 1in1sun RFID
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uenanildiinininennisdrstauuy ECC wmeanuuulszgndldtunissnsa
Uaaadeliiu RFID wagladnisussliuidssuiisunaluwivasnnudeinisanulasndyves
RFID (Debiao He, et al., (2015)) fianun tieiFouifioulszanininvosusias Sane3fiud
arusadnuiUssenaldarudugdnsel 1oT 1a laegainnisilIeuiiieuSecurity
Requirernents 1-7 (SR 1-7) fauanslumsnedl 1 waz3euiisy Computation costs lé
agUlievnausiguuuuluslaneauuulvuiiannsafinnsaniemanumnz andmiv
n1sdnldldaulaesedunisuseyndlddu RFID InaWa15191n Comparison of

Computational Cost flatanslumisned 2

a4l 1 Comparison of Security Requirements (Debiao He, et al., (2015))

Scheme SR1 | SR2 | SR3 | SR4 | SR5 | SR6 | SR7
Lee et al.’s scheme No | Yes | Yes | Yes | No | Yes | No
Bringer et al.’s scheme No | Yes | Yes | Yes | No | Yes | No
Lee et al.’s tag identity transfer scheme No | Yes | Yes | Yes | No | Yes | No

Lee et al.’s tag password transfer scheme | No | Yes | Yes | Yes | No | Yes | No

Lee et al.’s server transfer scheme No | Yes | Yes | No | No | Yes | No
Sandhya et al.’s scheme Yes | Yes | Yes | Yes | No | Yes | No
Martinez et al.’s scheme Yes | Yes | Yes | Yes | No | Yes | Yes

Zhang et al.’s Improved EC-RAC scheme Yes | Yes | Yes | Yes | Yes | Yes | No

Zhang et al.’s Improved Schnorr scheme No | Yes | Yes | Yes | Yes | Yes | No

Godor and Imre’s scheme No | Yes | Yes | Yes | Yes | Yes | Yes
Chen et al.’s scheme No | Yes | Yes | Yes | Yes | Yes | No
Bringer et al.”’s scheme No | Yes | Yes | Yes | Yes | Yes | No
Liu et al.’s scheme Yes | Yes | No | Yes | Yes | Yes | No
Wang et al.’s scheme No | Yes | Yes | Yes | Yes | No | No
Liao et al.’s scheme No | Yes | Yes | Yes | Yes | Yes | No
Chou’s scheme No | Yes | Yes | Yes | Yes | Yes | No
Zhao’s scheme Yes | Yes | Yes | Yes | Yes | Yes | Yes
Zhang and Qi’s scheme Yes | Yes | Yes | Yes | Yes | Yes | Yes
Farash’s scheme Yes | Yes | Yes | Yes | Yes | Yes | Yes
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1NANINT 1 uansTileTgsinnafiosnnsveInsinwANaasadudmiu RFID
wanslrifiuinainaisiiaus suuuulstareadisiusmuingunuulusinnoadiulngd
thanldfunisnsanaey RAD Tagldniaidhsfauuy ECC du ldamnsanauaussmnaiiy
Fosnsvesnsinuimulasads laglanizegndensnsadeudaiuuaziu (SR1 Mutual
authentication) seasufagtfiunissiiuniunislauf (SR7 Attack resistance) Bsludruiid
mnuddannlunisfiazfnwanuduvedeya lnsgannsieuiisusuuuulusinaoad
Iiinauel¥nouniid snfusluuulusinaeaues Zhao, Zhang uag Farash fianusn

ARUANBIAIIUABINITVDINITSNEIALUaRASud1MSU RFID 1ovia 7 Anudaenis

Al 2 Comparison of Computational Cost (Debiao He, et al., (2015))

scheme Server side Tag side Total
computational cost computational cost computational
cost
Farash’s 1Tmul+ 2Tinv + 3Tmul+ 2Tecm + 2Th | 4Tmul+ 2Tinv +
scheme 2Tecm + 2Th = = 2404Tmul 4Tecm + 4Th =
2408Tmul 4812Tmul
Zhang and 1Teca + 2Tecm + 2Th | 1Teca + 2Tecm + 2Teca + 4Tecm +
Qi’s scheme | = 2406 Tmul 2Th = 2406Tmul 4Th = 4816Tmul
Zhao’s 2Tmul + 3Teca + 2Tmul + 3Teca + ATmul + 6Teca +
scheme 5Tecm = 6017Tmul 5Tecm = 6017Tmul 10Tecm =
12034Tmul

NAN3199 2 WaRINITAAITNT COMPUTATIONAL COST TngtirAriildann Tmu Tinv
Tecm Wag Th WIAIUIUNIANIAINITINNIUYDITANDTAY B TATUIMIANUMINE AL
dusunisiluldenuldasdasSesiduandesludunnmnudadu lnefiarsuaingliuy
lUslameanilnaauUiveinmnunain1svenssnwInulaendudmsu RFID 1Asuia 7 we
#arsantunisihluyssendldiu RFID wag loT sialy

lngUnAuatuneudsmsiisiakvvauuinszldlunisdnsiateyadmsunisinw

[y = [ ¥ Y [ a = o/

AMUEY Fadunnsgiunisiisiauuy AES danesiuanuinsuardnazldlugluuuves
< aa ! v ax oo ¥ 1A v I Y ad N &
auduRInea diudanasiundnazlivesfio RSA Mitutunewisniswisanlanaiuiil

< ' o A 1 v o ! < va o
Aanusilunisuseatana wagmidgaudiddiulunisidnsia diu ECC Allnuaudan
wWillouu RSA watimtianda RSA Aaaunsauiunuszenaldiugunsainnnilaneiuisnig

D= =P ° o oY A 9 @ Y
nssranlanauninasludssendldiv loT delufienudaauuntn wasasdasiinis
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